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PRODUCT SOLUTION DESCRIPTION

The 8e6 Professional Edition offers high-performance, enterprise-level
filtering with the R3000 Internet Filter. An appliance optimized for speed
and scalability, the R3000 provides 100+ categories and millions of Web
sites in the M86 Security Database. Deployed in "pass-by" or transpar-
ent mode, the R3000 sits outside the flow of network traffic to "watch"
rather than "stop and check", delivering unmatched network compatibil-
ity and performance. The 8e6 Professional Edition comes with the En-
terprise Reporter—the only dedicated appliance to process and display
Internet filtering usage logs without compromising filtering speed or per-
formance, or impacting network functions. . Included is the 8e6 Threat
Analysis Reporter, designed to deliver up-to-the-minute graphical snap-
shots of Internet traffic, supported by real-time management tools to
identify and control user-generated Web threats and excessive Band-
width usage.

MailMarshal protects against all email threats including blocking spam,
phishing, viruses, Trojans, worms, Denial-of-Service attacks, Directory
Harvesting attacks and spoofed messages. Achieves a consistent
99.5% spam catch with <0.001% false positives with no special tuning
or ongoing administration. MailMarshal enforces any policy based on
virtually any message attribute. MailMarshal protects all incoming, out-
going and internal email.

M86 Security Labs is a group of M86 Security analysts who constantly
monitor and respond to Internet security threats. Security Labs provides
a service to M86 Security customers as part of standard product mainte-
nance. The service includes updates to M86 Security's unique, proprie-
tary anti-spam technology, SpamCensor. Security Labs analyzes spam,
phishing and Internet security trends and provides frequent automated
updates to M86 Security customers. Security Labs also provides "Zero
Day" security protection to secure M86 Security customers against new
email and virus exploits the day they emerge.
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EXPERTISE/DIFFERENTIATORS

e Advanced logging, forensic analysis, drill-down reporting and ar-
chiving

e Restricting access to unwanted web sites, malware, specific con-
tent type, Instant Messaging(IM), Peer to Peer(P2P) and news-
groups

e Real-time monitoring of Internet threats

o |Intelligent Footprint Technology uses signature/pattern based filter-
ing for Web-based proxies, IM and P2P

e Locks down workstation when policy violation thresholds are ex-
ceeded

e Unsurpassed protection against spam,phishing, viruses and mal-

ware

M8eb6 Security Labs

Recognizes up to 190 different attachment types

Identifies Attachments by binary code and not extension

Achieves a consistent 99.5% spam catch rate

Achieves <0.001% false positives

SPAM Quarantine Management Interface (SQM)

Enforces policy down to user level

Over 12 years experience in email content filtering

CORPORATE ELEVATOR PITCH

M86 Security is a global provider of Web and mes-
saging security products, delivering comprehensive protec-
tion to more than 20,000 customers and over 16 million us-
ers worldwide. As one of the largest independent internet
security companies, we have the expertise, product breadth
and technology to protect organizations from both current
and emerging threats. Our appliance, software and cloud-
based solutions leverage real-time threat data to proactively
secure customers' networks from malware and spam; pro-
tect their sensitive information; and maintain employee pro-
ductivity.

Marshal8e6 Federal

Dept. of Veterans Affairs
¢ Housing and Urban Develop-

CUSTOMERS iy
o Department of Energy e US Air Force
o Department of Interior e US Navy
o National Aeronautics and e US Marine Corps
Space Administration o Lockheed Martin
KEY WORDS e URL Filtering

TO LISTEN FOR'!  SPAM Filtering
¢ Webl/Internet filtering e Data leakage prevention

¢ Real-time analysis of web  Content security
usage e Email Archiving

e Email compliance

M86 products and services are proudly represented to the U.S. federal government through
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